ABSTRACT Privacy by design is a new paradigm that promotes embedding privacy considerations throughout the development of information systems, to protect user privacy. Privacy engineering is the nascent field of research and practice that aims to realize this new paradigm systematically and efficiently, by delivering reusable elements such as methods, techniques, and tools that software and systems engineers can apply in their daily work. However, as a new field, its contributions are still scattered, and there is little information on their quantity or maturity. To bridge this gap, we have carried out a systematic mapping study to provide engineers and researchers with a snapshot of the reusable elements available for the systematic design of privacy-friendly software-based information systems. The results show that there is an emerging and growing interest in the field, being privacy patterns, the hottest research topic. However, the maturity of some of the contributions found is still low as they usually lack empirical evidence that demonstrates their benefits, which may hinder their adoption in practice. In this paper, we describe the most advanced research areas and discuss some of the gaps found, suggesting areas where researchers and funding institutions can focus their efforts.
I. INTRODUCTION
Privacy by design (PbD) [1] is a paradigm which aims to consider privacy since the onset of the development of the information systems (IS) and throughout its lifecycle. PbD has been embraced by Data Protection Authorities in Europe [2] and worldwide [3] , and is even mandated by the European General Data Protection Regulation (GDPR) in its Article 25. On the technical side, computer scientists have delivered a plethora of solutions addressing specific privacy and data protection concerns, in what has been grouped as Privacy-Enhancing Technologies [4] or TransparencyEnhancing Technologies [5] .
Although PbD has been well received in the legal arena, and there is an ample set of privacy and transparency
The associate editor coordinating the review of this manuscript and approving it for publication was Yan Huo.
technologies available, engineers still fail at building privacy-friendly IS for various reasons: Lack of systematic methodologies to translate privacy requirements into software designs [6] , engineers' rejection of those available methodologies, when they do not follow or fit the mainstream software development practices and frameworks [7] , the limitations of the privacy solution toolbox faced by developers [8] and the associated lack of systematic guidelines that may provide them with feedback [9] . Privacy engineering has emerged as a nascent field of research and practice, aiming to bridge the legal, technical and engineering approaches to support engineers in systematically identifying and addressing privacy and data protection concerns, during the development lifecycle [10] .
In recent years, a growing number of workshops, conference tracks and publications have highlighted the increasing interest of the privacy engineering research community in providing practitioners with reusable knowledge and systematic approaches to ease their tasks. Previous work has provided an overview of the different solutions available in the literature to address the issues related to privacy requirements engineering [11] - [13] . However, to the best of our knowledge, the state of the art still lacks an overview of the reusable elements that can aid engineers during the design process of privacy-friendly IS.
This paper presents the first snapshot of reusable elements for designing privacy-friendly software-based IS, obtained through a systematic mapping study. This paper also highlights relevant contributions, and delivers quantitative evidence that supports trends, uncovers hot topics and allows for the identification of their maturity level, and indicates institutions where research is performed and venues where it is published.
The following sections are organized as follows: Section 2 provides an overview of the type of reusable elements we have considered in this study. Section 3 describes the systematic mapping study carried out, including our research questions and all the steps we have followed to address them. Section 4 presents the results of the mapping study, and section 5 discusses our main findings, including the research topics found and our recommendations for future research paths. Section 6 examines the potential threats to the validity of the different stages and how we have dealt with them. Section 7 summarizes the related work and highlights the differences with this study. Finally, section 8 concludes the paper.
II. BACKGROUND
In this section, two fundamental concepts for understanding the study's approach are described: Reusable elements for the systematic design of privacy friendly IS, which we are looking for, and the types of research for determining the maturity of the studies found.
A. REUSABLE ELEMENTS
Our goal is to identify and organize the existing reusable elements in the state of the art that may aid engineers during the design stage of privacy-friendly IS. It shall be noted that we are constraining to elements used for designing, rather than, for instance, the requirements engineering or validation. We understand design as the ''process of defining the software architecture, components, modules, interfaces, and data for a software system to satisfy specified requirements'' and ''the results of the process'' [14] .
In order to understand what we are looking for, we followed an approach grounded in the discipline of method engineering [15] , which is, ''the engineering discipline to design, construct and adapt methods, techniques and tools for the development of information systems'', and specifically in situational method engineering [16] , which focuses on designing methodologies for specific situations (e.g. a specific domain, a specific organization, a specific project), rather than resorting to rigid, existent methodologies.
According to this discipline, any software development methodology responds to an underlying metamodel that describes the concepts that may be present in a methodology conformant to it, i.e. the types of reusable elements a methodology is composed of. In this study, we have followed the privacy engineering metamodel proposed by Martin and Del Álamo [17] , which in turn is based on the software engineering metamodel for development methodologies (SEMDM), standardized as ISO/IEC 24744 [18] . FIGURE 1. Reusable elements studied. Fig. 1 presents the reusable elements that belong to the privacy engineering metamodel, which we have used in this study, to categorize the existing contributions in the state of the art. These reusable elements include methodologies and its constituent components, i.e. the methodology elements. The reusable elements obtained from the proposal of Martin and Del Álamo [17] are gray-shaded, while those coming from SEMDM [18] have no background. Most SEMDM elements address one of three aspects: ''the process to follow, the products to use and generate, and the people and tools involved [i.e. the producers]''; and some of them, such as constrains and guidelines, belong to more than one aspect. All the reusable elements used in this study have been classified based on such aspects, for the sake of convenience in our analyses. Likewise, Table 1 demonstrates the definitions of these reusable elements (note that it does not aim to be comprehensive, as SEMDM concepts, such as Person, Software Item, Hardware Item, etc. have been excluded for not being relevant to our scope). The definitions of the elements were obtained from Martin and Del Álamo [17] , except for the privacy engineering role, and have been kept as they are present in the source. 
B. TYPES OF RESEARCH
Types of research have been listed in the initial guidelines for mapping studies by Petersen in [21] , based on the definitions by Wieringa et al. [22] (Table 2) . These types allow for defining the maturity level of the found contributions-which propose reusable elements-as they permit differentiating empirically proven studies (evaluations and validations) from those non-empirically proven (solutions, philosophical, opinions or experiences). Both evaluations and validations imply empirical proofs, however, the former take place in real-industry contexts, whereas the latter are performed in lab scenarios [23] (meanwhile, experiences lack the proofing aspect, as they are merely restrained to recounting individual cases the authors have gone through). 
III. METHOD: MAPPING STUDY
Systematic mapping studies aim to provide an overview of a research area of interest, which can yield quantitative evidence for identifying trends. These could be an initial step for further systematic literature reviews. One of the most used guidelines to carry out these kinds of studies was proposed by Petersen et al. [21] , and then updated in [23] . According to it, a mapping study has three stages: a planning stage to plan how to carry out the mapping study; a conducting stage to implement the plan, and finally; the reporting stage where the procedure, results, discussion and conclusions are described in a report.
In the planning stage, the tasks depicted in Table 3 are carried out, clearly stating the goal of the study and setting up the materials for the conducting stage. Different means can be used to ensure quality at this stage. Team meetings are employed to agree upon the goal, research questions, inclusion and exclusion criteria, means for visualization and validity threats. The use of standards, well-known taxonomies, or vocabularies can be helpful in developing a search string and defining the classification schemes. The use of test-sets for evaluating the quality of a search string can also be helpful. Furthermore, the bias can be reduced through defined procedures, including more than one person in the work.
The conducting stage materializes the decisions made in the planning stage. Following this line, after running the search, the set of papers to work on will be identified. These papers are then screened using the inclusion and exclusion criteria, thus, providing the relevant papers to code and analyze. Subsequently, these papers are used for extracting data and coding using the classification schemes already defined. The data obtained is then represented and analyzed in different ways.
Finally, the whole procedure is described in the reporting stage. The report should include the goal and research questions, the materials and implemented actions, the results, the threats to validity and the discussion of the main findings of the study. We do it in the next sections. Further information about the used data and the procedure can be found in the replication package at http://dx.doi.org/ 10.17632/y5x695378r.1.
A. SCOPE OF THE STUDY
The primary goal of this study is to deliver a snapshot of the reusable elements available in the state of the art for the systematic design of privacy-friendly software-based IS. In order to accomplish this aim, we have formulated the following research questions:
RQ1. Which reusable elements have been proposed for the systematic design of privacy-friendly software-based IS? Knowing which reusable elements have been proposed is the cornerstone of this study for providing a snapshot of this research area. RQ2. What is the level of maturity of the studies that have been carried out in this context? The types of research proposed by Wieringa et al. [22] allow for defining the level of maturity for contributions about reusable elements, from those that only show opinions to those that have been empirically evaluated. This information is valuable for further application of reusable elements.
RQ3. Which are the institutions where research is performed and the venues for publishing? This information is useful for researchers and developers to know places where to start looking for information about this research area.
B. STUDY IDENTIFICATION
A database-based search approach has been followed, and Scopus has been used as the database to search in. The election of Scopus is justified in section 6.
1) SEARCH STRING
We have built the search string (Table 4 ) from three parts; the first one oriented to privacy, the second one to software based IS, and the third one to reusable elements. In order to obtain formal and valid search terms, we used some sources, as stated in [23] , including:
-those defined in the metamodels this study is based on (Fig. 1 and Systems and Software Engineering-Vocabulary ISO/IEC/IEEE 24765 [14] ). The final search string was coined after a two-iteration process, in which the results were validated with a test-set of relevant papers. The test-set was defined by an experienced privacy engineering researcher. After each iteration, we analyzed why the papers in the test-set did not appear in the results. It led us, in some cases, to include more terms (e.g. ''system'', ''goal''). In other cases, we identified terms that were adding noise to the results and they were deleted (e.g. ''communication''). In addition, sometimes, using just isolated terms (e.g. ''principle'', ''process'') added much noise; therefore, we decided to write compound terms (e.g. ''design principle'').
We ran the query to search within the title, abstract and keywords of papers. This search was carried out February 5th, 2018, obtaining 7847 papers.
2) INCLUSION AND EXCLUSION PROCEDURE
The inclusion and exclusion procedure consisted of an automated and a manual stage. As depicted in Fig. 2 , the automated stage was carried out using Scopus' features and spreadsheets; whereas, in the other stage, the papers were manually screened by the researchers for their inclusion or exclusion. Most of the automated procedure was directly carried out through the Scopus sorting and filtering features. Table 5 shows the criteria for inclusion employed in Scopus. We then used a spreadsheet for removing duplicates and filtering by amount of citations. More specifically, we restricted the minimum number of citations a paper should have (Table 6 ). For papers published between 2011 and 2016, the minimum was set as per the number of citations a paper should have to fall above the 50th percentile of papers in the Computer Science category, as per Thomson Reuters [26] . For papers published previously to 2011, the value of 5 was kept and for those published in 2017 there was not limit. At the end of the automated screening stage, there were 2122 papers.
The manual procedure was carried out on the 2122 papers, by using the inclusion and exclusion criteria, given in Table 7 , and applying them as a decision tree. The set of papers was divided into 100 subsets of 21 or 22 papers each. To reduce the duration of this stage, a research team of two screeners and one supervisor worked together.
Before the main manual screening process, the research team worked on a two-iteration pilot, aimed at normalizing the screeners' criteria for including or excluding the papers. Different subsets of papers were used in each iteration. Each paper's title and abstract were read by all the members of the research team and screened (marked for inclusion or exclusion). After each iteration, those cases with differently labeled papers were discussed and agreed upon by the team. For granting inter-coder reliability, the team defined a Krippendorff's alpha coefficient of 0.8 to proceed to the main screening, which is a value accepted in most studies [27] , [28] . It was achieved after the second iteration. At the end, 44 papers were processed in the pilot.
Three possible values were used to label the papers in both pilot iterations as well as in the manual main screening process:
-Included. The paper complies with all the inclusion criteria and no exclusion criterion. -Excluded. The paper complies with any exclusion criterion or does not comply with some inclusion criterion.
-Unclear. The screener had some doubts and the paper was neither included nor excluded.
After processing the two subsets of papers in the pilot, the main three-iteration manual screening procedure took the remaining 98 subsets (2078 papers) as input, which were processed by the screeners working independently. Each screener read the title and the abstract of different subsets of papers and screened them. In order to control the inter-coder reliability during this procedure, four stops were made for screening one subset of papers by the whole research team. When the inter-coder reliability coefficient was under the limit, divergences were discussed and agreed upon by the team. At the end of this first iteration, there were 131 included papers, 117 unclear, and 1874 excluded.
A second iteration was performed by the screeners on papers labeled unclear. This time, the screeners additionally read the conclusion sections and the papers were classified only as included or excluded. At the end of this iteration, there were 144 included papers and 1978 excluded.
In a third iteration, the two screeners read the title, abstract and conclusions of each of these 144 papers, and took a decision to include or exclude the paper. A paper was excluded or included if both screeners agreed. If there was no agreement, it was discussed by them to reach a consensus. At the end, there were 66 included papers, which were coded in the next stage. The bibliographic data for all the papers included is provided in Appendix, where each of the papers studied is identified by a numeric code (ID), which reflects that is employed in the replication package.
C. DATA EXTRACTION AND CLASSIFICATION
This stage is aimed at extracting useful data from papers and coding them to answer the research questions. The extracted data includes: the paper's identification (id for the paper in this study, its URL and authors), textual contents of the sections to read (title, abstract, and author keywords), and more useful information (year, type of document, such as journal or conference, name of the conference or journal, affiliated institution and country). Furthermore, for accessing conclusions when required, we stored a file with the complete paper as well.
The two researchers on the team (in this section referred as coders) coded the 66 included papers, using the classifications already proposed for the reusable elements (Table 1) and the type of research (Table 2) . Each coder worked on the 66 included papers (split into reading batches). This way, each paper was read twice, to improve the validity of the study. The sections to read were title, author keywords, abstract and conclusions. After reading these sections, each paper was coded. After having read a batch, the results were compared and in case of a divergence, the coders discussed and agreed on the final codification for the paper. All the details of the coding procedure are described in the codebook, which can be found in the replication package at http://dx.doi.org/10.17632/y5x695378r.1. 
IV. RESULTS
The distribution of the 66 studied papers, through the years, is shown in Fig. 3 . The oldest paper dates from 2002, and their distribution along the years is left-skewed (it leans towards younger papers). Half the papers have been published since 2014, and 36% (24 of the 66) in the last two years (2016 and 2017). Thus, we encounter a sustained growth in the publication of relevant papers in this area, a trend that has even accelerated in recent years. 
A. RQ1. WHICH REUSABLE ELEMENTS HAVE BEEN PROPOSED FOR THE SYSTEMATIC DESIGN OF PRIVACY-FRIENDLY SOFTWARE-BASED IS?
The papers studied include 73 instances of 12 different kinds of reusable elements. The distribution among these elements is far from uniform, as the three most frequent reusable elements account for 81% of the instances found, viz. privacy knowledge base (PKB,37 instances), methodology (15) and tools (7) . On the other hand, there were no appearances of several reusable elements: model unit, privacy normative framework, privacy engineering code, cycle, phase, build, milestone, activity, team, privacy engineering role. Table 8 shows the number of elements of each type, arranged according to the methodology aspect they address, as introduced in section 2.1, i.e. product, processandproducer.
The product aspect includes most of the contributions (46), which belong to six different kinds of methodology elements. The 37 PKB elements turn this kind of an element into the primary contributor to this aspect and the main approach that the researchers avail when building new elements for engineering privacy. Each contribution about PKBs support one of the research topics that we have identified (and which will be analyzed in section 5): design patterns (17 out of the 37), design strategies (3) and reference models (17) .
The other elements within the product aspect have few or no contributions. Although, during the screening stage we found many models and documents, most of them were discarded as they were specific to the requirements of the IS being designed, and thus, not reusable. Therefore, we do not have a large quantity of models finally reported in Table 8 , and in this line, no model units. It is worth mentioning that we did find some models which, although domain-specific, are reusable and hence, useful for design-several reference models which fit into the definition of PKB, as mentioned.
The producer aspect has the second largest number of contributions (7), which are concentrated only in tools, the first of which was published in 2010. Six out of them are aimed at the designing of IS in general, and the other one is focused on enterprise IS. Four out of these seven tools provide developers the support for selecting privacy patterns, a research topic that will be presented in detail in section 5.1. Regarding the other three, papers ID1935 (The reference to each paper can be found in Appendix) and ID1023 use annotations for providing extra information to the models, to help the developer in the design process. The former allows annotating entities and attributes, and the latter, processes. Finally, paper ID2266 conceives a system to check if an architecture meets a given set of privacy requirements
The process aspect has received the least quantity of contributions, when analyzing individual methodology elements. However, the analysis of the results show that these kinds of elements have been usually described within complete methodologies, which are further analyzed next.
There are 15 papers describing methodologies for designing privacy friendly IS, which include 11 different methodologies (as we found several papers studying a single methodology). As each methodology may subsume different methodology elements, all at once, we have further analyzed their contents to ascertain which methodology elements were defined within each of them, as shown in Table 9 . From an aspect approach, methodologies have been described as mainly focusing on the process aspect i.e. ''how to carry out'' the design process. Nine out of the 11 methodologies describe different kinds of methodology elements, such as phases, activities, tasks, and techniques for design. This focus on the process perspective complements the focus on the product perspective of the papers reporting single methodology elements.
Eight out of the 11 methodologies present products such as privacy knowledge base, models (e.g. ontologies), and documents (e.g. system specifications); however, in many cases, these elements have just been mentioned but not described. Notwithstanding, the methodologies also consider PKBs as a core element within the product aspect, as four of them include at least one (and two methodologies even present two PKBs each).
Finally, there are two methodologies where producers, i.e. generic roles, have been considered.
B. RQ2. WHAT IS THE LEVEL OF MATURITY OF THE STUDIES THAT HAVE BEEN CARRIED OUT IN THIS CONTEXT?
There are four types of research found among the 66 studied papers: evaluation research, validation research, solution proposals, and philosophical papers (Fig 4.a) ; there were no papers categorized as either opinion papers or experience papers. Thus, the contributions tend to be concrete, rather than abstract. Furthermore, 39% of the papers (26 out of the 66) have been validated or evaluated, that is, they have achieved an empirically proven level. Most of them (20 out of the 26) have been merely validated whereas only six, which have been published just since 2015, have been evaluated.
A common trend shared across the different maturity levels is that of having more papers published during the latest years of the period studied; which entails a growth in the quantity of results, although, at a different rate for each level. Thus, considering philosophical papers, more than half of them have been published since 2014 (the oldest proposal dates from 2009) and 33% in the last two years (2016 and 2017). Likewise, whereas solution proposals started appearing in 2002, half of them have been published since 2015 and 40% in the last two years. Regarding empirically proven research (i.e. evaluation or validation), the oldest paper dates to 2004 and more than half of them have been published since 2013, with 35% of the papers concentrated in the last two years. The concentration in recent years is the highest for evaluation research, as all the papers in this group have only appeared since 2015. Nonetheless, it should be noted that the overall rate between empirically and non-empirically proven contributions does not seem to have shifted along the years (even if more empirically proven papers have appeared, this goes along with the more non-empirical papers also being published).
Considering the most reported method elements, analogous results appear in the specific case of PKB (Fig. 4.b) . The rate of empirically proven contributions is like the overall rate, as 43% of the PKB contributions have been empirically proven (compared to the overall 39%). Likewise, PKBs support the trend as well of the growth in the number of papers published across the different levels; half of the empirically proven contributions have been published in the last two years, and more than half of the non-empirically proven ones since 2014 (43% in the last two years).
Regarding tools and methodologies (Fig. 4 .c and Fig. 4 .d), it is not possible to observe any clear trend, because of the low number of papers and the fact that they are scattered along the years. For methodologies, solutions keep being published.
However, it is worth highlighting that the low number of empirically proven papers reporting about methodologies, as just 27% achieve such level and all of them are validations published before 2009, report either about the PRIS methodology (ID221, ID577, ID219) or the one proposed by Iachello and Abowd (ID12). 
C. RQ3. WHICH ARE THE INSTITUTIONS WHERE RESEARCH IS PERFORMED AND THE VENUES FOR PUBLISHING?
There are 91 institutions from 24 countries whose researchers have published in this area. Sixteen of those institutions have published two or more contributions. As shown in Fig. 5 .a, not only is the number of papers increasing, but so is the quantity of institutions publishing on the topic, that is, the growth in the number of papers is due to the appearance of new research institutions interested in the topic, rather than institutions having increased their rate of publication. The number of newcomers is worth noting, as most of these institutions had their first publication since 2014 (Fig. 5.b) .
From a geographic perspective, 54% (49 out of 91) of the institutions researching on this topic are based in Europe (as it can be seen in the replication package), and Germany is the country with the most research institutions publishing there (19 out of the 91). Although, none of them have published more than once regarding this topic.
Regarding the publication venues, 80% of the papers studied were published in conferences, whereas the rest were journal articles. There are 53 papers published in 41 different conferences and no conference, workshop or symposium stands out among the others (Table 10) . Although, there is a set of venues that have published a larger number of contributions on the topic, including the Annual Privacy Forum, the Human Aspects of Information Security, Privacy and Trust, and the IEEE Security and Privacy Workshops. Table 10 shows the eight conferences with more than one publication (the rest can be found in the replication package). Regarding journal articles, there is no preference for publishing in any specific journal (Table 11) , as there is only one paper published in each of them.
V. ANALYSIS OF THE RESEARCH TOPICS
Quantitative information about the existence of reusable elements and their maturity level becomes highly valuable for the discipline of privacy engineering, as it can help engineers comply to existent regulations in the design of privacy-friendly information systems. In this section, we perform a more in-depth analysis on the results to highlight trends and hot topics, by analyzing the main research topics there found across different types of reusable elements.
A. PRIVACY PATTERNS
One of the most common research topics detected is that of privacy patterns. Out of the 37 papers reporting Privacy Knowledge Bases, 17 are about design patterns, plus three others about design strategies (which are employed in turn to categorize patterns); besides, four out of the seven contributions on tools address the selection of privacy patterns; and eight of the 15 papers describing methodologies utilize patterns.
The design patterns approach arose in such far-off area, such as architecture [29] , but they have been quickly embraced by software engineering [30] , security [31] , and recently also by the privacy realm. A design pattern describes a commonly occurring problem that is repeating in a specific context, where there are different forces interacting, and it provides a solution. This solution systematically organizes the existent knowledge (usually from experts) and can be used by non-expert practitioners as well. Therefore, by definition, this kind of approach naturally fits into the current context of privacy engineering, where it is necessary to have more generalizations and systematizations of approaches to design privacy-friendly IS, and where non privacy-savvy developers are facing difficulties in embedding privacy into their designs [6] . This could explain the astonishing propensity for research on privacy patterns, as supported by the high number of related papers found (32) ( who classified the research results published on that topic into five categories (depending on the appearance of different clusters of keywords), namely: pattern development, pattern usage, pattern mining, quality evaluation and pattern specification (plus a catch-all group for miscellaneous issues). Each category is in turn divided into other subgroups at successively nesting levels. For instance, pattern development can be decomposed into pattern creation, creation of pattern languages, categorization of patterns, and several approaches for extension; whereas the usage of patterns can deal with pattern utilization, application techniques, or pattern searching and selecting.
We have mapped the contributions found in patterns to those research categories, as shown in Table 12 . The same paper may refer to different pattern research categories, thus it may appear more than once, although it is only counted once in the numeric results. We shall note how the different reusable elements map some of the aforesaid research categories in privacy patterns. For instance, PKBs about patterns may propose new patterns (pattern creation), catalogues of patterns (creation of pattern languages), or design strategies (used for categorization of patterns). In principle, when other reusable elements address privacy design patterns, they might be referring to different research categories; however, in practice, among the results found, all the methodologies dealing with patterns happen to be referring to pattern utilization, and all the tools deal with pattern searching and selection. All the contributions studied just involve the first two research categories: pattern development and pattern usage (and, even there, not all the subgroups are covered). Regarding their maturity, less than half of them (11 out of the 28) have been empirically proven. Most of them are validations and belong to the creation of pattern orpattern languages, whereas evaluations are just starting to appear (two contributions in 2017). For the other subgroups considered, i.e. categorization, pattern utilization and pattern searching and selecting, only four papers have achieved validation-level (three of them reporting the same methodology, PRIS), and since 2012, they lack any empirically proven contributions.
Focusing on the pattern development category, the contributions we found are concentrated in their creation and categorization.
Most of the contributions about privacy design patterns present the definition of individual patterns, namely , ID167,  ID219, ID221, ID383, ID746, ID1794, ID1798, ID1804,  ID1808, ID1926, ID1996, ID2126, ID2731and ID2932 , adding up to 14 out of the 17 papers. These contributions introduce new patterns, and thus, they respond to the category of pattern creation.
However, according to [33] , design patterns do not exist in isolation. Instead, they usually evolve into pattern catalogs (usually having a common structure and categorization scheme), then into pattern systems (mainly establishing relationships between patterns), and finally achieve the pattern language level (ideally covering every aspect of an information system). Our results show that research on privacy design patterns has already started this evolutionary path, though it is still at an early stage, given the small quantity of papers for the category of creation of pattern languages (we refer instead to collections, as a more inclusive category). Thus, in the paper ID1807, the author shows an online pattern catalog, and the paper ID2272 presents a taxonomy of relationships to connect privacy patterns. Furthermore, there is a privacy pattern language already proposed, paper ID2031; although, it is aimed specifically at the design of privacy enhancing technologies (PETs) and not for IS in general. We are aware of additional catalogs of patterns that were not found in the papers, e.g. privacypatterns.eu [34] and privacypatterns.org [35] ; the former recently integrated into the latter. It seems that the community of researchers in this specific topic has set privacypatterns.org as the reference repository for privacy patterns. The use of a categorization schema and the establishment of relationships have allowed moving this repository into a catalog level. Furthermore, a subset of these patterns have achieved a system level [36] . VOLUME 7, 2019 We have found a set of contributions for the categorization of privacy patterns, all of them using the privacy design strategy concept (ID1847, ID1728, ID1781). A privacy design strategy aims to tackle the problem of meeting high-level, abstract privacy requirements coming from law, ethics and even philosophy, during the design of information systems. Indeed, the focus of the studied papers is on creating different levels of concreteness, to ease the path from an abstract level to a practical one, where developers can be familiar enough. To this end, researchers have defined three levels: strategies, tactics and privacy patterns. Thus, strategies-based contributions aim at helping developers move from the abstract level of legal privacy principles to the technical level of privacy design patterns, which are closer to their technical mindset. Paper ID1847 exposes the fundamentals and defines some privacy design strategies, departing from a set of privacy legal requirements, and it gives some examples of patterns fitting into those strategies. The approach taken in such paper is probably the most accepted in the area, as reflected by the number of citations (41 on February 5 th , 2018) in Scopus. Furthermore, it has been used as the basis for papers ID1781 and ID1728. The former proposes two new design strategies for accountability, with respect to discriminationawareness decisions. The latter exposes a set of 25 tactics, which add a new level of abstraction between the strategies proposed in the paper ID1847 and privacy patterns, thus, contributing to operationalize those high-level requirements to technical solutions.
Papers dealing with usage fit into two categories: pattern utilization (8) and pattern searching and selecting (4) .
The category of pattern utilization includes the introduction of methodologies which use privacy design patterns. The eight papers found report about four different methodologies. Usually methodologies include privacy design patterns as low-level abstraction elements, which are considered black boxes or ready-to-use elements. Then, although a methodology had been proved successful at a high-abstraction level, a full validation of the methodology still requires proving the successful application of privacy design patterns. All the methodologies found in this study will be further analyzed in section 5.3.
The category of pattern search and selectiondeals with finding the most appropriate patterns for specific problems. The four contributions we have found regarding this topic describe software tools. Two of them focus on publishing patterns through pattern repositories. Paper ID1798 describes the advantages that an online repository and a knowledge base could provide for searching patterns, e.g. categorizing patterns by real world implementations, maturity, etc. Whereas, paper ID1807 describes an online pattern catalog (which is still operative today), and which deals with the operationalization of high-level abstract principles [37] , departing from ISO/IEC privacy principles [19] , then using the instructions or commands described in such principles to finally define a set of privacy patterns to use. The other two contributions (ID289 and ID418-the only one validated) are related to a tool for developers that aid them in selecting the privacy patterns to use, by providing recommendations that depend on the context.
B. REFERENCE MODELS
A reference model defines a common and abstract framework for understanding and describing the minimal set of features (including e.g. entities and their relationships), common to all systems of a given type in a specific domain, in a technology-neutral and implementation-independent way, with the aim to achieve a clear communication among practitioners [38] . The reference model approach backs the establishment of common, reusable frameworks for engineers working in a specific domain.
Reference models are one of the most reported contents of PKB elements (17 out of the 37 contributions on PKBs), with more than half of them (nine out of the 17) having been published between 2015 and 2017 (Table 13) , which shows how this approach has gotten more relevant over the past years. It is also revealed through the increasing level of detail expressed in those reference models. Regarding their maturity, 41% have been empirically proven (in line with the overall figures for PKBs); among them, only two have achieved an evaluation level, which were published between 2015 and 2017.
We have further analyzed these reference models from a twofold perspective:
-the object of the reference model (i.e. of what it is a model?), and -the domain it is targeted at (if any). As reference models are usually proposed for specific domains, we have tried to identify if there is any predisposition towards providing reference models for any given domain. Those with more contributions (Table 13 ) are healthcare (4), spatial-temporal systems (3) (i.e. location based services, sensor networks, geographic information systems, etc. [25] ), enterprise information systems (2), power systems (2) and collaborative and social computing systems (2) . In some cases, these models are quite detailed and complete (ID1837, ID2298, ID2899), even comprising techniques to be used not only for design but also in the implementation stage (ID9, ID372).
Nonetheless, it does not seem to be any continuity among the contributions for each domain, as they mostly appear scattered along time. Only the contributions related to healthcare might show the first step of a future trend for more publications in this specific domain, as all of them are concentrated between 2015 and 2017 (although, the results they show are disconnected from one another).
Regarding the object of these models, we encountered that researchers tend to propose architectural reference models (15 out of the 17). We conjecture that this is because an architecture is a very familiar and tangible artifact in the software engineering discipline, and thus, researchers might be more susceptible to follow this track. The other two contributions focus on other kinds of models: ID2566 presents 
C. METHODOLOGIES
Methodologies are the second, most often reported reusable element in this study, and most of them (six out of the 11) are concentrated between 2014 and 2017, showing how this topic has gained relevance over the last years. We have analyzed, in detailed, each methodology from three perspectives (Table 14) , namely: -whether they are defined from scratch or they extend previously existent methodologies; -the domain (if any) of the systems they target; and -the stages of the software development lifecycle it addresses.
Most methodologies (7 out of the 11) are based on well adopted IS development processes and extend them to address the privacy design aspects. However, we have noticed, apparently, these methodologies have hardly made any impact in the privacy engineering community, as they have not been followed by subsequent publications reporting either their application in real settings, or incremental improvements. Instead, publications related to most of the methodologies have achieved solution level and have not gone any further. Only the PRIS methodology and the proposal in ID12 have achieved a validation level, reporting their application in different settings; none of the other methodologies proposed since 2009 has been empirically proven.
With respect to the domain they address, a bare majority of the methodologies are focused on no specific domains (6 out of the 11), hence there is no clear inclination towards proposing either generic or domain-specific methodologies and no trend can be detected either.
Regarding the stage of the development cycle, some methodologies have been coined exclusively for the design stage, others deal with requirements as well, and others cover the complete development of an IS. There is a roughly balanced distribution among the three approaches, both in total and over time.
VI. DISCUSSION AND RESEARCH AGENDA
Once we have described our major findings, after mapping the literature, we provide our interpretation of the current status of the research in the field and the gaps to be covered (in terms of maturity, method elements and research topics).
The design of privacy-friendly systems seems to be a promising research area, where there is an overall growing trend in the frequency of publications about reusable methodology elements; the results show that the first steps appeared as early as 2002 and there has been a sustained growth, which has become more noticeable in recent years. There is an analogous growth in the number of publishing institutions, which gives an idea of the rising interest regarding the topic. The focus of publications in conferences and the sparsity of the results among different venues show the nascent nature of this research field as well.
This upsurge might be explained by the appearance of the EU general data protection regulation (GDPR), whose dates of proposal (2012) and approval (2016) are roughly aligned with the increase in the frequency of publications in this research area. This is also supported by the fact that most of the research institutions publishing in this area (49 out of 91) are European. Besides, a significant quantity of conference papers has been published at European venues. Although GDPR is not the only legislation recently approved worldwide, it is probably the only one that has achieved the greatest impact in terms of the amount of research in this area. Indeed GDPR affects all the activities of the development lifecycle, up to individual coding [39] . Design activities are paramount for compliance with the GDPR, as it imposes the introduction of privacy and data protection, since the inception of a project by sticking to the principles of PbD and by default, and the assessment of the impact to the rights and freedoms of the data subjects by carrying out a data protection impact assessment. More specifically, IS design activities become apparent through many passages of GDPR, such as the application of data protection and security measures and safeguards (e.g. data minimization, pseudonymization, communications and data encryption, etc.), the rules for the deployment of data processing functions at external parties (data processors), or the modeling activities needed for the inventory of personal data categories and data processing activities. Systematic, encapsulated and reusable knowledge is much needed to ease the application by IS designers of all the GDPR concerns related to design activities, and ultimately ensure the compliance of the systems they design.
Regarding the types of research found in the studied papers, there is a clear trend to increase the number of contributions as solution proposals. The number of empirically proven contributions is increasing as well, which has been leveraged by the recent appearance (2015) of evaluation-level papers. Overall, the share of empirically proven contributions in this area (39%) is well above 20%, which is usually taken as the historical average of empirically software engineering studies [40] . Yet, more contributions at such levels are necessary to support the validity of solutions being proposed.
In particular, the published solutions do not seem to evolve their results to the empirically proven stage, which is required to ensure the continuity of research and obtain comparable results. We would also expect more evolved validation studies to deal with threats to external validity [41] : robustness (i.e. replicating the validation across different cases), ecological validity (demonstrating its applicability beyond lab experiments or, as it is often the case, groups of students) and relevance (proving the practitioners that it matters). Overcoming these threats is pivotal to ensure the adoption of any reusable element by the community of practice.
A. REUSABLE ELEMENTS
Not all the reusable elements are equally represented in our study, as explained above; most of the contributions tend to report PKBs, methodologies and tools, whereas other elements are underrepresented or do not appear at all.
First, we have detected very few contributions for work products (models and their model units, and documents). It may be argued that patterns are models in some way, in that they provide an abstraction and generalization of a problem and their solution, which are implemented at specific projects. A similar claim could be made about reference models. However, neither of those provide a modeldefinition, as they are understood by method engineering (strictly speaking a ''model kind'' in SEMDM parlance), but a model instance. It is those model definitions that we are missing, which work as templates that are then instantiated at every project. The reasoning may be more easily understood in terms of documents: A methodology may provide a textual document containing a privacy normative framework, but that is considered a resource; however, the template for a privacy impact assessment would be a document (strictly, a ''document kind''). We consider that specific kinds of model could be applied to design activities to capture the different categories of personal information collected and gathered at datastores, the processing activities which personal information go through, the protection measures applied, the realms where all this is deployed, the flows of data through these operations and realms, etc. The few contributions on elements languages and notations could be due to some reasons such as the complexity of their creation or the need of quality evaluations for being accepted. The relevance of privacy languages is not questionable as they are necessary to abstract the privacy features of the systems, to build and create models to ease the developers' understanding.
Regarding privacy-specific resources, we encounter a profusion of PKBs whose trend is to keep growing in quantity and maturity (empirically proven contributions), which means that such elements might soon be ready to be used ''as is'' by software engineers. Besides this abundance of PKBs, the single contribution discovered about the privacy conceptual model and the lack of contributions related to privacy normative framework and privacy engineering code could be explained by the criteria applied in the search stage. We aimed at primarily looking for peer-reviewed papers in computer science, engineering, and decision sciences. It is likely that those filters limited the result papers where we could find those kinds of elements, as they might have been catalogued in Scopus within the legal, ethical, or philosophical disciplines. We understand that most methodologies and many method elements have an underlying privacy conceptual model and a privacy normative framework that they respond to. It would be useful if they are made explicit, as it would ease the evaluation of their applicability and the comparison between different methodologies (or methodology elements) coming from different sources.
Considering the process aspect, no stages and only a few work units were detected in isolation. However, these elements appear more frequently as a part of integrated methodologies. Nonetheless, it would be useful to count with specific tasks, activities and techniques defined in a method-independent way, with clearly specified interfaces that would act as hooks, allowing them to be integrated with different methodologies.
With respect to the producer aspect, it might seem at first sight that researchers are paying attention to tools. However, despite being a rather frequently proposed reusable element and regardless of their usefulness for developers, their number is still low, and they are scattered along the years, which has made their impact not as high as would be desirable. Finally, regarding privacy engineering roles, we expected to find some sort of a more concrete role (as stated in Martín et al. [17] ), such as privacy designer or something along those lines, but we did not find any. It still needs to be ascertained whether there is a lack of studies reporting on the specialization of roles to carry out privacy engineering tasks, or there are no roles to be reported yet.
B. RESEARCH TOPICS
The privacy design patterns is by far the most relevant research topic within the scope of elements for privacy design. Although it has received many contributions, more is still needed, especially those at the validation or evaluationlevels, which in turn could leverage practical implementations of privacy design patterns. In our experience, and in line with the results of Lenhard et al. [42] , there are still gaps to address before considering privacy patterns as ready to use or fully working solutions. These problems include the absence of means for using the same privacy terminology (e.g. taxonomies) while writing new privacy patterns, the lack of formal means and supporting tools to find patterns, the different abstraction levels encountered in the privacy patterns' descriptions, the lack of evaluations for proposed privacy patterns, etc.
Unfortunately, the state of the art of privacy patterns has not solved most of these gaps yet. Fig. 6 depicts the categories they found in the broad area of design pattern research, and how much the research on privacy patterns has covered those categories (the grey background indicates such coverage). Therefore, the research topic of privacy patterns is not quite mature yet, as only a few of its research possibilities have been appropriately covered.
Even in those areas with active contributions to privacy patterns, there is still room for improvement. Beyond the definition of individual patterns, the definition of systematic catalogues points towards more systems of patterns appearing VOLUME 7, 2019 soon. The proposal of new privacy pattern languages could take some more time, as per their associated complexities, to cover a complete IS design, but we consider that it would provide a boost in the adoption of this approach, as it would help developers elicit at once all the patterns applicable to their project. Regarding the privacy design strategies proposed by Hoepman (ID1847, ID1728), they have maybe been the most embraced contribution in the area of privacy patterns, although, in real practice, they have only been used as a categorization schema (e.g. by the already mentioned privacypatterns.eu [34] and privacypatterns.org [35] catalogs). In our opinion, the potential of the design strategies still require exploitation, as it could be applied in other ways (e.g. processes, guidelines, methodologies). As a first step, its author has recently proposed a set of guidelines for making PbD concrete through design strategies [43] , though there is not yet any systematic procedure but only recommendations to take into account when planning to use design strategies. And finally, while proposed tools are valuable contributions to promote the adoption and use of privacy patterns, the quantity is still poor in terms of this research topic. Thus, more tools that automatize developers' tasks are still required.
Furthermore, it is surprising that although privacy patterns are the most researched topic, only three papers were published in the main conferences on design patterns (i.e. ''PLoP Pattern Languages of Programs Conference'' and ''European Conference on Pattern Languages of Programs''). It seems that researchers are mainly aiming to publish in events focused on the application of privacy patterns rather than at events where there is more experience regarding design patterns. Especially, when proposing or testing new approaches for privacy patterns, it is recommended to opt for pattern-specialized conferences.
Overall, despite the prolific results found in the privacy pattern research area, there are still relevant gaps that should be addressed in future work. A strict definition of the very concept of a ''design pattern'' entails that it is describing a demonstrated solution, according to accepted practice. But the mere proposal of new patterns does not guarantee success in their implementation or in adoption. Many questions remain unsolved, including:
-Are privacy patterns being adopted by developers in practice? -How effective is the privacy-patterns application in the design of privacy-friendly IS? -What are the advantages that privacy patterns bring to developers? -If privacy patterns are not being adopted, what problems are hindering their adoption? How could those problems be solved? -And finally, would it be necessary to think about other approaches? With respect to the reference models, we can expect them to continue appearing (at least at the same rates as in the previous years), but more contributions are highly required that use, apply or validate the reference models.
Regarding methodologies, most of those studied in this paper proceed from existing methods developed outside the realm of privacy engineering. This approach might help overcome the problems reported by developers about adopting privacy engineering practices [6] , as they are used for the existent development processes, they would find it easier to apply some changes to their actual practice rather than learning a new methodology from scratch. Likewise, the definition of privacy design methods adapted to specific domains may make adopting privacy practices easier, thanks to the concrete guidance they may provide, and which domain-independent privacy methods sometimes lack (thus, still requiring work by the developer to tailor the method to their specific project). Regarding the development stages, we have found that most methodologies deal at least with both requirements and design, both of which are current research topics inside the emerging field of privacy engineering and are closely related to the development cycle. Thus, both topics could benefit from the proposals of each other. Moreover, it seems that the research on privacy requirements engineering is ahead of design, it could be highly valuable for design researchers to consider recent contributions on requirements engineering. For instance, ontologies already developed for the privacy requirements engineering domain [44] could be applied as a means for helping to tackling the absence of ways of using the same privacy terminology, while writing privacy design patterns. We should also emphasize the scarcity and obsolescence of empirically validated methodologies; it seems (at least in our set of study) that methods do not evolve into evaluation or validation stages, which makes us think that after the research activity that produced the methodology is over, its results fade away. Thus, it would be especially relevant to work on empirically proven works of the methods proposed, to bridge the gap in development practice. Besides that, work on the adaptation of methodologies to different domains should continue, and in the integration of privacy-specific methodologies, with mainstream accepted methodologies.
Regarding secondary research, we highly recommend carrying out a systematic literature review to holistically compare methodologies for designing privacy-friendly IS. Such study should consider all the constituent elements of the methodology (regardless of whether they are published in different papers, reports or books). We suggest taking the SEMDM aspect dimension (product, process, producer) to guide such comparison. We consider this approach to be extremely helpful as it allows for the identification of the weak or strong aspects of a methodology (even when all the aspects could not be equally covered, as it would depend on the approach of each specific methodology).
VII. THREATS TO VALIDITY
We dealt with the common threats to validity in these kinds of studies. In the next paragraphs, we explain the threats we faced in the different stages of this study.
Considering that we have used a database search strategy, the definition of the catalog for carrying out this study was a threat to validity. For dealing with it, we chose the most suitable and complete database for our research, Scopus. The work in [45] states that Scopus is better than Web of Science for identifying computer science publications. Furthermore, Scopus claims to be the largest abstract and citation source of peer-reviewed literature, including articles from ACM, IEEE and Springer (the most relevant catalogs for computer science). Plus, it has been used by other relevant papers reporting systematic studies [46] , [47] .
Regarding threats to validity related to the search string, we took two actions. In the first case, we identified the key sections that the string should have: privacy area, information systems, and reusable elements. Then we looked for a list of terms which express the aim of each section. For the first two sections, we used a set of terms that were obtained from formal taxonomies and standards: the 2017 IEEE Thesaurus Version 1.0 [24] , the ACM Computing Classification System 2012 Revision (CSS) [25] and the Systems and Software Engineering-Vocabulary ISO/IEC/IEEE 24765 [14] . For defining the terms for describing reusable elements, we used the metamodel expressed in [17] , which is based on an ISO standard [18] . The results were iteratively validated against two test-sets of 10 papers proposed by an experienced privacy researcher. After each validation, the search string was improved. The final search string demonstrated a success rate of 9/10 for each set of papers.
Another threat to validity was the definition of criteria for inclusion and exclusion, and the procedure for applying them. In this case, the research team (two screeners and one supervisor) met, updated and agreed on the criteria and the procedure to follow. Furthermore, the criteria to be used in the manual procedure were validated during their application in the pilot phase of the inclusion/exclusion procedure.
In order to deal with the threats to validity during the manual screening procedure, it was carried out by two screeners and overseen by a supervisor. Given the large quantity of papers to work on (2122), it was necessary that each coder worked separately on half of the papers. In order to reduce the human bias, we carried out a pilot stage to normalize the knowledge of the screeners. To measure the inter-coder reliability, we used the Krippendorff's alpha, and a value of 0.8 was defined for success; this value is accepted in most studies [27] , [28] . In this pilot phase, we made two iterations using a test-set of 22 papers (1% of the universe) in each one. Furthermore, after each iteration, the screeners and the supervisor met for solving divergences. Subsequently, we proceeded to the main screening stage, and each screener worked on different sets of 22 papers. For controlling the inter-coder reliability during this procedure, we made four stops for coding a set of control papers. Each of these sets were reviewed by the screeners and the supervisor. When the Krippendorff's alpha was under the limit, divergences were discussed and agreed upon by the team. In the second iteration, the ''unclear'' papers of the first iteration were screened, this time the conclusions section was added for obtaining a deeper understanding. During the third iteration, both screeners made the decision together to finally include or exclude, thus, reducing bias.
Regarding the classifications used for coding, we dealt with threats to validity by using well accepted proposals or standards. For types of research, we used the classification proposed by Wieringa et al. [22] , which has been amply used in our domain. For defining the reusable elements to code, we used the metamodel this study is based on [17] , which in turn is based on another proposed in a standard [18] .
The main threat to validity of the coding procedure is human bias, with which we dealt by involving two coders and creating a formal codebook, so that both know the rules they should adhere to. Due to the size of the study, rather than having coders work with separate subsets, we granted a double check for each of the 66 papers, following the same conditions and providing the same help to each coder. The codebook includes the classifications to use for codingeach category having a definition and an example-and the procedure to follow. The codebook was reviewed, improved and agreed upon by the research team; it is available in the replication package.
We acknowledge that there is a potential internal bias inherent to the background of the authors, which may have surfaced in any of the steps of the method (search string, definition and implementation of the inclusion criteria, coding of reusable elements, etc.). We have tried to mitigate the individual bias by involving two coders. Nonetheless, all the authors work indeed, in the same research group and share a common research track, which may have yielded a distinctive, shared vision of the area manifested in the results. As a matter of fact, we have found some potential traces that may be a symptom of such bias. Some of the authors of this paper are also of three studied papers (ID1726, ID1825, ID2272), plus another ten (ID2, ID100, ID313, ID1728, ID1736, ID1807, ID1847,  ID2198, ID2266, ID2309) include some authors with whom we have collaborated in other projects or papers. Likewise, many of the conferences of the papers have a European scope or are held in Europe, and they are usually targeted by the authors of this paper (one of them, the International Workshop on Privacy Engineering, is even chaired by one of the authors). Finally, the authors were already familiar with many of the papers studied and had previously researched on the most salient research topics (patterns and strategies, reference models and methodologies). Thus, it needs to be ascertained whether this is a logical and proportionate result of the deep involvement of the authors in the community of research on privacy engineering, or there is indeed some bias that would need to be adjusted.
Finally, we are aware that this study has its limitations, both in terms of coverage and depth. Regarding the first limitation, because of the use of a specific set of reusable elements, the use of a database search as the only strategy, and the filter by number of citations. With respect to the second limitation, it may be because the coders were only reading the title, abstract, keywords and conclusions. Thus, our results and discussion have been made under such limitations. Although the use of the specific set of reusable elements is a fixed part of this study, the other issues can be improved, for example, using other search strategies, using more lenient criteria for the number of citations, or including gray literature. The depth could be further improved through other, more specific domain studies such as systematic literature reviews. All in all, considering we have started this study using a large quantity of papers (7847) and that our goal was to provide an overview, we consider our contribution and the knowledge obtained from this study valuable for researchers and developers exploring this nascent area, as it provides a good picture regarding the state and maturity level of the field and their components. It may be supported by the comparison of this study with the closest related works, as this study analyzes more papers than the others (considering the overlapping domain in the compared studies). Some results are motivating, for instance, the steady increase of reusable elements for engineering privacy in recent years, and the fact that privacy knowledge bases are already available to support developers in their work.
VIII. RELATED WORK
Although there have been previous works reporting about reusable elements for the development of privacy-friendly IS [11] - [13] , [42] , [48] - [50] , either they do not cover the variety of elements we have analyzed or do not focus on the design stage, or both. However, they are complementary to ours, and are useful for consolidating the growing knowledge base of privacy engineering. In the following paragraphs, we analyze these previous works and compare our approaches and results with theirs.
Hazeyama et al. [48] reported a set of 18 papers, which were categorized within a framework composed by methodologies, principles, guidelines and patterns. The work briefly describes each studied paper but does not conduct a more in-depth analysis of their contents. Its scope and depth are different to ours; whereas it is focused on four specific kinds of elements for the whole development process, our study used 22 kinds of elements, specifically for the design stage. Only 10 out of the 18 sources, they considered, would be useful for our study as the other eight are outside our scope i.e., they fit into other stages of the development process such as requirement analysis or implementation, thus complementing our study in other development stages. We have considered in our study eight out of the remaining 10 in-scope works, as they appeared as a result of our search string. The only two works not included in our mapping [1] , [51] are not indexed in the Scopus database. Yet, our study further considered 58 more papers (additionally to those eight already considered) proposing reusable elements for the design of IS.
Focusing on specific design elements as privacy patterns, Lenhard et al. [42] made a systematic mapping study of contributions related to privacy patterns for engineering software. Their study followed the guidelines provided by Petersen [21] , starting with 480 papers, and finally coding 49. The coding was done using a study facet (in line with research type and research method [22] and extended to other categories [52] ), type of contribution (e.g. pattern proposal, language, taxonomy, framework), addressed software engineering activity, privacy strategy, and class of pattern (e.g. patterns, anti-patterns, etc.). Finally, the authors made an analysis from an empirical perspective and expressed the necessity of more works proposing pattern catalogues, languages and for providing more empirical validity to the different proposals. The main difference with our work is the scope; whereas we aim to provide an overview of 22 kinds of reusable elements for designing privacy friendly IS, their work focuses on one single element i.e., privacy patterns for the whole development process. Thus, from the 49 sources they used, 29 are useful for designing, and the other 20 focus on other stages, mainly on the requirement analysis stage, and thus are outside of our scope. We have considered in our study 24 out of the 29 as they appeared as results of our search string. The remaining 5 papers they coded [53] - [57] are not indexed by Scopus (3), or does not contain some of the terms used in our search string (2) . On the other hand, our study provides 12 papers (ID221, ID384, ID577, ID1726,  ID1781, ID1804, ID1808, ID1825, ID1882, ID2126, ID2272,  ID2731) related to privacy patterns, useful for the design of IS that have not been considered in this related work. As for results, both studies are aligned regarding the maturity level observed on privacy design patterns and the evolution of privacy pattern catalogues towards pattern languages. Complementary to our work, Lenhard et al. further analyzed the followed research method (e.g. case study, experiment, etc.). Unlike their work, we have also analyzed the status of the different research topics (e.g. pattern development, pattern usage, etc.) in the privacy design pattern domain, according to the framework described in [32] , which has revealed further research opportunities.
Other related works have focused on different development stages, mainly on requirements engineering [11] - [13] . Kalloniatis et al. [12] state that they bring forward practices for ensuring privacy during the design of IS, they actually focused on a comparison of privacy-oriented requirements engineering methods. The authors identified 10 privacy requirements engineering methods and compared them, considering the type of privacy issues addressed, and the mechanism to represent them. Our work is completely different as in our case we are focusing on the design stage of privacyfriendly IS. Although requirements analysis and design are quite close and sometimes may overlap, we have kept our study limited to the design side. Furthermore, in addition to identifying whole methodologies, we have looked for single methodology elements, thus, gaining a wider scope.
We are aware of other less related secondary studies, they study specific kinds of systems (instead of reusable elements), such as electronic health records systems [49] or social network applications [50] . Therefore, our results are not comparable with theirs. 
IX. CONCLUSIONS
We have presented the results of a systematic mapping study to review the state of the art of reusable elements for the design of privacy-friendly software-based IS. For researchers, we have provided a snapshot of the research available on whole methodologies and specific methodology elements, analyzed some research trends, detected the hot topics, and identified the leading research institutions and publishing venues. For researchers and engineers, we have shown how mature this nascent field is, and highlighted the areas that might be closer to the application in practice. For research funding institutions, we have gone through the most pressing matters and stressed the gaps that still need further research, and which would thus merit funding.
This research area is going through an emerging phase, as demonstrated by the sustained growth in both the number of contributions and the number of contributing institutions, in recent years. The majority of the contributions report knowledge bases, tools and methodologies. Privacy design patterns is the hottest research topic, and it also exhibits the highest maturity level. Despite this, the maturity of this research topic is still low when compared to the overall area of design patterns in software engineering. All in all, most of the contributions lack any empirical evidence of their value and remain as mere solution proposals.
Our future work points towards advancing the maturity of some promising approaches to embed privacy in the design of new IS, such as privacy design patterns and tools to support engineers. Although quite advanced in relation to the other research topics, there are still some challenges that need to be tackled for their effective adoption by engineering practice.
APPENDIX
See Table 15 .
